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TG#2 scope – art. 54(1)

(g) the specific evaluation criteria and methods to be used, including types of evaluation, in order to 
demonstrate that the security objectives referred to in Article 51 are achieved



Systematic work on 54(1) k) provisions

In-depth consideration is given to the process of certificate management  
in its life cycle (i.e. during  its validity period) based on

 JIL – Assurance Continuity v.1.0 November 2019 [Annex 11]
 EN-ISO/IEC 17065 „Conformity assessment — Requirements for bodies 

certifying products, processes and services”

Objective: common view of two approaches



Life cycle of the certificate

• We consider a life cycle of a certificate, starting from its 
issuance with a defined validity period till its expiration (by 
validity period or preliminary, due to non-conformities
related to the certificate), or renewal (i.e. issuing a new 
certificate that can happen under specific circumstances).

• One fundamental condition for issuing a certificate for the 
ICT product is successful evaluation.

• However, certification activities are related to the phase 
after the certificate is issued:
– [JIL-AC] described this phase as the ‘maintenance phase’, and 

related activities are called ‚re-assessment’ and ‚re-evaluation’
– [17065] uses ‘a change affecting certification’ instead of 

‚maintenance’  all relevant activities are the same as for issuing
certificate : ‚review/decision’ and ‚evaluation’



Identifying the problem

• Changes affected the certificate can be of various 
nature: related to its technical content that could 
result in nonconformities , and related to other 
factors, including non-compliances (see discussion on 
nonconformities/non-compliances in Chapter 11). 

• [JIL-AC, Annex 11] document covers only part of the 
maintenance activities related to the certificate: it 
considers these changes of technical nature which 
directly relate to the assurance attested by the 
certificate
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Post-certification activities – [JIL-AC -
Annex 11] and [17065] common view



Solving the problem
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Nominal decisions associated with the maintenance of 
certificates (Chapter 13, Table 5) - examples

CASES NOMINAL DECISIONS 

The same ICT product still meets its security 
requirements for certification. 

Maintain the certificate until 
its expiration date 

The expiration date of the certificate has been reached 
and no request for maintenance has been submitted. 

Archive the certificate 

New evaluation tasks including vulnerability testing 
were performed on the same version of the ICT product 
and are successful (refer to re-assessment described 
in Annex 11). 

Continue the certificate with 
potentially an extended validity 

period 

The modified/patched version of the ICT product meets 
its security requirements for certification according to 
the developer’s processes and no new evaluation tasks 
have been performed (refer to re-evaluation defined in 
annex 11). 

Renew the certificate with a 
scope corresponding to the 
new version with the same 

validity period 

Necessary evaluation tasks were performed and 
identify the same version of ICT product does not meet 
all applicable requirements, and no action is possible to 
maintain any certificate (refer to re-assessment defined 
in Annex 11). 

Withdraw the certificate 

 



Questions?


